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Summary

Every enterprise now runs two audiences against its data: human analysts and
Al agents. Both ask the same question — "can I trust this number?" — and for most
organizations, the honest answer is still no. Metrics drift across dashboards,
business logic is re-implemented in every tool, and large language models
confidently compute KPIs their own way, producing answers that are fluent,
plausible, and wrong.

The semantic layer is the answer to this problem. Built on top of the metadata
layer that enterprises have invested in for two decades, the semantic layer adds
what metadata alone never could: governed business meaning, codified rules,
and consistent security — all served identically to BI tools, data science
notebooks, and autonomous Al agents.

This paper traces that shift from metadata to semantics, explains why the
transition is urgent now in the era of generative Al and agentic analytics, and
shows how Chryselys has engineered and deployed a unified semantic and
metadata layer that reduces hallucinations, enforces governance, and
strengthens data security for our clients.

Key takeaway

Metadata tells you where your data lives. The semantic layer tells everyone — human or machine —
what your data means, how to calculate it, and who 1s allowed to see it. In an Al-driven enterprise,
that difference is the difference between insight and hallucination.




An Evolution, not a Replacement

Metadata management is a mature discipline. Data catalogues, lineage tools, and glossaries have
spent the last two decades answering foundational questions: Where does this data live? What
is its type and format? Who owns this table? When was it last updated? This is essential
plumbing, but it is descriptive, not prescriptive. Metadata tells you about the data; it does not tell
you how the business should interpret or calculate it.

The semantic layer is the newer, prescriptive counterpart. It sits above metadata and physical
data models to define the business vocabulary of the enterprise: what “Active Customer,” “Net
Revenue,” or “Churn Rate” mean, how they are calculated, which hierarchies and dimensions they
roll up through, and which rules govern their use. Where metadata catalogues describe, the
semantic layer standardizes and enforces.

What does the data mean
and how is it used
correctly?

; Schemas, lineage, ownership, tags, Business definitions, KPI
Contains .. .
data types logic, hierarchies, rules
. Anal BI 1
Consumers Data engineers, stewards, catalogues a ygts, tools, data
sclentists, Al agents
. . . . Consistency, trust, and
Primary Value Discoverability and lineage Y
governed reuse
Maturit Established practice (20+ years) Rapidly maturing, now
y P y critical for Al

The two layers are complementary, not competing. Chryselys’ approach treats the semantic layer
as the natural evolution of metadata maturity. It consumes metadata as its foundation and adds
the governed business logic that metadata was never designed to carry.

Where is the data and what does it

Primary Question look like?
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The Al and Agentic Analytics Era

The urgency behind semantic layers is not incidental; it is driven directly by how analytics is
now consumed. Three shifts have converged:

* Self-service analytics put metric calculation in the hands of hundreds of business users,
each capable of building their own version of “revenue”

* Generative Al and co-pilots now sit on top of enterprise data, translating natural language
into queries, with no inherent understanding of which table, join, or filter represents the
“correct” business answer

* Autonomous Al agents are beginning to query, decide, and act on data with minimal
human review in the loop, which means an incorrect metric is no longer just a misleading
dashboard; it can trigger a wrong decision or action

In this environment, the semantic layer becomes the control point that makes Al usable at
enterprise scale. It is the layer that converts a general-purpose language model into a business-
aware analyst, one that reasons over approved, governed metrics rather than guessing at raw
tables.

Governed KPIs: One Definition, Everywhere

At the heart of the semantic layer is the governed KPI: a metric whose definition, calculation logic,
and business rules are mastered once and published as the single source of truth. Instead of
“Revenue” being independently defined in Finance’s spreadsheet, Sales’ CRM report, and the data
science team’s notebook, a governed semantic layer stores one authoritative version, with its
associated rules — currency handling, fiscal calendar alignment, exclusions, and rounding logic
— encoded directly into the metric definition.

This mastered KPI is then exposed consistently to every downstream consumer: Bl dashboards,
ad hoc SQL, data science pipelines, and — critically — AI agents. When an agent or a large
language model needs to answer, “what was our net revenue last quarter,” it queries the semantic
layer’s governed definition rather than reconstructing the logic itself.

Reducing Hallucinations in Analytics and AI Agents

Large language models hallucinate when they must infer structure, logic, or meaning that was
never explicitly given to them. Pointed at raw tables, an LLM will guess at joins, invent filters,
and silently choose an interpretation of a metric, presenting that guess with total confidence.

A semantic layer removes the guesswork by giving the model (or the agent orchestrating it) a
bounded, governed vocabulary to reason over: approved metrics, defined dimensions, valid joins,
and explicit business rules. The model is no longer asked “figure out what revenue means” — it is
told “here is the approved definition of revenue; retrieve it." This constrains the answer space
dramatically and is one of the most effective architectural patterns for reducing hallucination in
enterprise analytics and agentic Al today.
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Why this works

Hallucination is fundamentally a search problem over an unconstrained space of plausible
answers. A governed semantic layer narrows that space to a small set of vetted, business-
approved definitions, so the model retrieves a trusted answer instead of inventing a plausible
one.

That Almost Worked

A global pharmaceutical company engaged Chryselys to accelerate a data initiative with an Al
agent that would answer operational questions, surface KPI trends, and reduce the manual
reporting burden on their analytics team. The timelines looked achievable. The technology was
proven. And yet, three months in, the agent was consistently underdelivering.

The symptoms were easy to observe, harder to diagnose. Queries that should have returned clean
answers came back with numbers nobody could reconcile. The agent was not broken. It was
making confident decisions in the absence of any governed definition to reason against. What is
“active patient” in this context? Which fiscal calendar applies? When two datasets referenced
“revenue,” did they mean the same thing? The agent had no way to know, so it invented its own
interpretation each time. Every team had a slightly different answer, and the agent had quietly
learned all of them.

The root cause was not the model. It was the absence of a semantic layer. The organisation had
invested significantly in data infrastructure — pipelines, catalogues, a modern cloud warehouse
— but had never codified what their key metrics actually meant at the business level. Engineers
knew where the data lived. Nobody had formally defined what it was supposed to mean, or
enforced that definition across tools. The Al agent inherited that ambiguity and amplified it.

The resolution required stepping back before moving forward. Chryselys worked with both
technical and business stakeholders to establish governed definitions for the metrics the agent
was expected to use: codified in one place, version-controlled, and exposed to the agent as its
authoritative vocabulary rather than raw table access. The agent was then rebuilt around that
governed layer — not a generic Al dropped onto undifferentiated data, but a tailored system that
reasoned only within approved, client-specific definitions of success. Delivery timelines
recovered. More importantly, the outputs became trustworthy enough to act on.
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Through the Semantic Layer

Because every query from a human analyst or an AI agent passes through the semantic layer, it
becomes the most powerful security enforcement point in your data stack. Define access once;
every tool, pipeline, and agent inherits it automatically.

* Centralized access control: Row-level and column-level security rules are defined once
at the semantic layer and automatically apply to every tool and every agent that queries
through it, eliminating the need to reimplement permissions in each BI tool or pipeline.

* Consistent data masking and anonymization: Sensitive fields (PI], financial identifiers)
can be masked or tokenized at the semantic layer, ensuring Al agents and analysts alike
only ever see what their role permits without relying on every downstream tool to enforce
it correctly.

* Auditability: Because queries pass through a governed layer, organizations gain a single
point to log, audit, and monitor who or what agent accessed which metric, and under
what business rule.

* Reduced attack surface for Al agents: As autonomous agents gain broader data access, a
semantic layer ensures they can only ever act within governed, pre-approved boundaries
rather than being granted broad, direct access to raw source systems.

In effect, the semantic layer turns security and governance from a fragmented, tool-by-tool
exercise into a centrally governed policy that scales safely with the number of consumers -
including the growing number of non-human, Al-driven consumers.

Approach

The semantic layer is not a single product; it is an architectural discipline. At Chryselys, we have
designed and implemented a unified semantic and metadata layer that brings together governed
KPIs, business rules, metadata lineage, and security policy into a single trusted layer, consumed
identically by BI tools, analytics teams, data science workflows, and Al agents.

Our approach is built around four pillars:

* Unified metadata foundation - your data's physical reality, lineage, and ownership
mastered in one place, so everything built above it stands on solid ground.

* Business-owned semantic modelling - KPI definitions that business teams own and trust,
not definitions that engineers invented and business teams work around.

* Al-ready metric delivery - governed metrics delivered through APIs and semantic
interfaces that LLMs, co-pilots, and autonomous agents consume directly. Your Al
reasons within approved definitions — not around them.

* Embedded security and governance - access control, masking, and audit policy defined
once at the semantic layer and automatically inherited by every tool, analyst, and Al
agent. Define it once. Enforce it everywhere.
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We have deployed this approach with pharmaceuticals and healthcare clients. The outcomes are
consistent: metric disputes that took weeks now resolve in days, analyst onboarding time drops
measurably, and Al agents stop hallucinating because they are reasoning within governed
definitions - not guessing at raw tables. In one recent engagement, cross-team KPI conflict
resolution dropped from three weeks to two days after a single governed semantic layer became
the agreed-upon source of truth across business and technical teams.

Client Impact

In one pharma engagement, a governed semantic layer rebuilt around client-specific
metric definitions turned a stalled Al pilot into a production-ready system — with outputs
trustworthy enough to act on. Across engagements with healthcare leaders, the consistent
outcome is the same: fewer metric disputes, faster analyst onboarding, and AI agents that
reason within approved boundaries rather than guessing at raw data. Client-specific
results and case studies are available on request.

Conclusion

Metadata answered where data lives. The semantic layer answers what data means, and in the
age of Al agents and generative analytics, that second question has become the more urgent one.
Enterprises that master their semantic layer gain more than consistent dashboards: they gain a
governed foundation that makes Al trustworthy, security enforceable, and analytics genuinely
self-service without sacrificing control.

The enterprises investing in their semantic layer today are not doing it for cleaner dashboards.
They are doing it because every Al initiative they run depends on it. The ones that get this right
first will have a durable, compounding advantage as autonomous agents become standard.
Where does your organization stand?

If this is a challenge you are navigating — or one you know is coming — Chryselys can help you
design and implement your semantic and metadata layer. If your Al initiatives depend on trusted
data definitions (and they do), let's talk. Reach the Chryselys team at info@chryselys.com




>« Email: info@chryselys.com
© Address: 228 Hamilton Avenue, 3rd Floor, Palo Alto, CA 94301

@ Website: www.chryselys,com
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